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1 Requirement

1.1 Minimum requirement
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e Java 1.8 (32 bit/ 64 bit)

e Read write permission
e Admin rights

o User must be able to change system setting, install software etc.

e Windows 7, 8, 8.1, 10.

Note:

e Do notrunsetupas “runasadministrator”.
e If PKI component setup size is less than 100 MB please download & install Java

and install manually

2 Steps to install the setup

e C(Click on (n)Code PKI Component setup, popup will be shown as below.

[ = nCodePKIComponent 4.0 Set

Welcome to nCodePKIComponent
4.0 Setup

Setup will guide you through the installation of
nCodePKIComponent 4.0.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot vour
computer.

Click Mext to continue.
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e C(Click on next, Agree on terms and condition.

[ nCodePKIComponent 4.0 Setup

License Agreement

Please review the license terms before installing nCodePKIComponent 4.0.

Press Page Down to see the rest of the agreement.

frour use of this software is subject to the terms and conditions of the license aareement by
which you acquired this software. If you are a volume license customer, use of this
software is subject to your volume license agreement. You may not use this software if vou

have not validly acquired a license for the software from nCode Solutions (A Division of
GMFC Ltd.).

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install nCodePKIComponent 4.0,

[ < Back ][ I Agree ] [ Cancel

e Click on finish.

nCodePKICompeonent 4.0

Completing nCodePKIComponent
4 0 Setup

nCodePKIComponent 4.0 has been installed on your
computer,

Click Finish to dose Setup.

After you click the finish button Applet-less pki component will run automatically and you will
geticon in the system try
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3 Steps to uninstall / re-install
e Go to control panel >> add / remove program >> search for nCodePKIComponent
e Right click on nCodePKIComponent and
e Select uninstall / change which will open a wizard
e Follow wizard to uninstall nCodePKIComponent
e Right click on Remove_OLD_Settings.bat (which you have already downloaded with
installer) and run as administrator to remove configuration if any remaining.
Or
e Please remove PKI component installed folder manually
e Install nCodePKIComponent using setup to use it once again

4 Web Browser setting
e Firefox — Go to URL https://localhost:13591 and add security exception to allow
connections.
= |f connection error still comes, Go to URL about:config and set value for
security.mixed_content.block_active_content to false and
security.mixed_content.block_display_content to true.

e Google Chrome
= Go to URL chrome://flags/#allow-insecure-localhost and click on
Enable and restart Chrome to allow connections.
=  Go to URL https://localhost:13591 and add certificate to Trusted

Root Certification Authorities if certificate error comes.
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e if pki component is running and still getting error please set value
for edge ://flags/#block-insecure-private-network-requests
= from : default to : disabled
e Internet explorer
= |E 11 and above - Go to URL https://localhost:13591 and add
certificate to Trusted Root Certification Authorities if certificate
error comes.
e Microsoft Edge
e if pki component is running and still getting error please set value
for edge ://flags/#block-insecure-private-network-requests
from : default to : disabled

5 PKI component is not getting called

e Check if following URL is opening in web browser
o http://localhost:12951 or https://localhost:13951
o If URLis opening
=  Open developer console In the web browser and run pki component
from command prompt then request user to perform operation
e Check Request is received in PKI component or not
e If request is not received, please check web browser console for
java script error also check network tab to check if use
application is trying to connect with PKI component or not
e if any antivirus or firewall is blocking application request,
request user to disable & try again to use pki component
o if URLis not opening
=  Please check pki component is installed properly or not
= Check for pki component ICON in system tray
= Try to run pki component from command line (java —jar
ncodePKiCompoentV4.jar)
= Check multiple versions are not running in the system

6 Java version Issue
Currently Java version 1.8.x is supported for PKI component (recommended to
use latest version).

Any other version other than java 1.8 is not supported
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Note:

e For updating Java version download the latest installed from java.com and
install.

e |tis not recommended perform auto update.

e PKIl component will not work as expected, if multiple JAVA version is installed
and running on the system.

Please un-install all older java version and keep only one latest java version only.

7 PKI component not showing certificate

Check Antivirus or any web browser plugin is not blocking PKI component
Check user has valid certificate in the dongle

Check certificate is properly mapped with application

Check if user has attached proper dongle to system with valid certificate

Check if any other ca issued certificates are not creating issue with component

8 Taking longer time after certificate selection

CRL URL will be available in the certificate details, check CRL is openingin web
browser or not

If not opening
o Check any antivirus, firewall or proxy server is not blocking CRL URL
o Check if internet is working properly
o Check Java console log to see error like connection time out etc.

If opening check the time taken to download the CRL file

o If CRL file size is big then CRL checking time will be high for example 2 ~3
MB
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9 PKI component validation error

PKI component validation status screen:

| £ Validation status >
Check Type Status
Date validation true
CCA ROOT SKI validation true
Has Private Key true
Certificate chain installed? true
CA validation true
Chain validation true
1= signing allowed true
CRL walidation true
QK

9.1 Date validation: false
e User is trying to use either expired certificate

e If Certificate is not expired

LA
o

<

1S

o Request user to contact client support team to pass proper server date &

time to solve issue

o Some site has such kind of issue like DGFT etc.

9.2 CCA Root SKI Validation: false
e Certificate chain is not installed properly

o Install certificate chain to solve issue

e CAis not whitelisted in PKI component

o Request user to communicate site owner to get white listed CA in

their component

9.3 Has Private Key: false
e Check user has attached token in system and it is accessible

8
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e Check token has valid certificate with private key

e Check if user is not trying to use certificate without private key
(installed .cer file or only certificate reference available in the certificate
manager)

9.4 Certificate chain installed: false

e Check if certificate has valid certificate chain is installed or not

o If not installed certificate chain and try again

9.5 CA validation: false
e Check if user it trying to user certificate issue by CA under CCA India

o If Yes,

= Request user to contact web site support team to white list
CA in their component

o If No,

= User will not be able to use certificate as pki component
supports CA under CCA India only

9.6 Class validation: false

e User is trying to use wrong class certificate in the web site.
e To allow certificate class please contact web site owner
OR

e New a new DSC with valid class details

9.7 Chain validation: false
e Check DSC has valid chain and installed

o Ifyes,

o Request user to contact web site support team to whitelist
certificate chain in their component

o CA must be under CCA India
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o Install certificate chain and try again to use certificate

Is Signing allowed: false

e User is trying to use encryption certificate for signing / verification process

Is Encryption allowed: false

e User is trying to use signing certificate for encryption / decryption process

9.10 CRL validation: false

10

e User is trying to user revoked certificate

e CRL URLis not reachable :
o Check if CRL user is opening in the web browser
o IfYes

= Check if CRL URL is not blocked by any antivirus / firewall / proxy
server

= |f URL is blocked, request user to allow URL to connect from Java
application

= Check Java console log to see any error while checking CRL
(connection time out, any java error with CRL URL etc.)

o If No,

= Request user to communicate with certificate issuing ca to solve
issue

Not able to decrypt data (encryption working properly)

Check user is using certificate with private key
Private key is not corrupted
Certificate is not expired

Check Java console log for any error
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11 Not able to connect pki component after installation

e Make sure PKI component installed without run as administrator or entering any
credential

e Close pki component using exit option in system tray
e run:installCert.bat as administrator (available in the pki component installation folder)

e run_32.bat or run_64.bat as per installation (available in the pki component installation
folder)

e Check if user is able to use pki component using the website

e If the issue still persists, then restart the system after performing above steps.

12 Support

e 1800301 1000
e (10:00 AM to 6:00 PM on working days)

e icegate.helpdesk@icegate.gov.in

13 Sales

e (079-66743309
e (9:30 AM to 5:30 PM on working days)
o pkisales@ncode.in;

e pkisupport@ncode.in
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